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Function and area of use
This document describes step by step how a point to point connection over Internet is created
between a computer and a Tosibox lock installed in a customer network with attached control
systems, operator panels, cameras etc.

Picture shows layout of the point to point connection between a PC and Tosibox Lock 200
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2 About this Start Up document
This Start Up document should not be considered as a complete manual. It is an aid to be
able to start up a normal application quickly and easily.
In this document we have used following software
 Google Crome, version 54.0.2840.99 m (64-bit)
 Tosibox Lock 200, version 3.1.5
 Tosibox Key 200, version 2.14.6
In this document we have used following hardware:
 TOSIBOX Lock 200 (TBL2EU)
 TOSIBOX Key 200 (TBK2)
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For further information we refer to
 TOSIBOX user manual
 www.tosibox.com
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4 Tosibox Technology
The Tosibox technology enables You to set-up a secure remote access communication
between two or more units within less than 5 minutes. We are using highly encrypted
tunnels over the Internet so called VPN tunnels to send information directly between the
units.

We use hardware Tosibox Keys (USB memory/crypto processor) in computers or servers to
connect to different sites. At the sites we put our Tosibox Locks which is a secure
switch/firewall where all equipment like cameras, PLC, HMI etc are connected. Download
for free our Tosibox Mobile Client and access devices via it’s webinterface or vi an app in
the mobile unit.
The Tosibox Lock can either be placed directly in a remote network and connect to
Internet via its infrastructure or connect to Internet via a 3G/4G modem. Our patented
technology does not require any adaptions in a remote network but finds it own way out
to Internet.
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Our Technology is open, flexible and scalable which makes it possible to start with a point
to point connection and build up a very advanced and rugged IT network without any
limitations.
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5 Tosibox components
Shows the basic components used in a Tosibox application.
5.1 Tosibox Lock
The Tosibox Lock is a device that is installed at a remote site where a Internet connection is
required to monitor, control, program, configurate, troubleshoot some kind of equipment. This can
be a PLC, HMI, cameras etc as long as they are communicating via Ethernet TCP/IP.
Connections
 5 RJ-45 ports
o 3 LAN ports for external equipment. Add a switch if more ports are needed.
o 1 Service port for accessing the internal configuration in the Tosibox Lock.
o 1 WAN port for automatic connection to Internet via local network.
 USB port
o Used for serialization of Tosibox Key/Tosibox Lock when exchanging security certificates.
o Used for attaching Tosibox USB modem or Tosibox 3G/4G modem.
The Tosibox Lock accepts remote connections from Tosibox Keys, other Tosibox Locks and Tosibox
Mobile Clients and creates a private and secure access to connected network devices. The network
devices that are connected to the Tosibox Lock´s LAN port are automatically found. The Tosibox
Lock automatically distributes IP addresses for the Tosibox Keys, Sub Keys and the network devices
connected to LAN port(s) of the Tosibox Lock. The Tosibox Lock can also control network devices
with fixed IP addresses.
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5.2 Tosibox Lock
An intelligent USB-connected device that contains a secure crypto processor. The Tosibox Key is
used in a computer or server to establish a connection with the Tosibox Lock/Tosibox Locks at
customer sites. Tosibox Key has support for Microsoft and MAC based software.
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6 Overview on how to establish a point to point connection
This picture shows the different steps to establish a connection and get remote units up
working on a remote site. The individual steps are described more thoroughly in the next
chapters.

Serialize Tosibox Lock and Tosibox Key (Chapter 6.1)
Select Internet connection and mode (Chapter 6.2)
Attach external devices to Tosibox Lock (Chapter 6.3)
Install Tosibox Key on computer (Chapter 6.4)
Establish connection to remote site (Chapter 6.5)
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6.1 Serialize Tosibox Lock and Tosibox Key
When both devices exchange security certificates this is the first step to build up a secure VPN
Tunnel between a Tosibox Key and a Tosibox Lock and this process is called serializing.
 Connect the TOSIBOX® AC adapter to the Tosibox Lock and wait for 2 minutes.
 Insert the Tosibox Key into the USB port of the Tosibox Lock to serialize the Tosibox Key to
the Tosibox Lock.
 When the LED on the Tosibox Key stops blinking, the serialization is complete (approx. 10
seconds).
 Remove the Tosibox Key from the Tosibox Lock.
 As soon as the Tosibox Key and Tosibox Lock are connected to the Internet they will
automatically find each other.
Please note: Only the first Tosibox Key can be serialized to a Tosibox Lock the additional Tosibox
Keys/Sub Keys are serialized with the Tosibox Key program on a computer. This first Tosibox Key
or copies of that (Backup Keys) can now be used to serialize all Tosibox Locks in a application.
6.2 Select Internet Connection and Mode
Select in what they You will access and use the Tosibox Lock at the remote site.
6.2.1 Select Internet Connection
There are three ways to connect a Tosibox Lock to Internet depending on used Tosibox Lock.
 WAN Connection: Connect the Tosibox lock in a remote network via the WAN port and use
the customer infrastructure to get an Internet connection.
 Modem Connection: Connect a 3G/4G modem to the USB port on the Tosibox Lock, set pin
code and select wireless operator in “USB modem” settings to get an Internet connection.
 Wireless Connection: This is only valid For Tosibox Lock 100. Set “Client” mode, Encryption
method and password in “WLAN” settings to became a member of a WLAN network.
Please note: This Start-up document describes when a Tosibox Lock are internally placed in a
network using Default mode and Client mode for access in such environment.
6.2.2 Select Mode

Please note: This Start-up document describes both modes with an HMI in chapter 7 and 8.
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There are two modes to connect a Tosibox Lock at a remote site.
 Default mode: In Default Mode, the Tosibox Lock creates its own protected local network for
the connected devices. Only these devices, connected to the Tosibox Lock directly by cable
or WiFi, are accessible via the Tosibox Key/Tosibox Mobile Client.
 Client mode: Tosibox Lock joins an existing network as a client and a local member of it. It
means that it is possible from outside with Tosibox Key/Tosibox Mobile Client to access
whole or part of the network.
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6.2.3 Default Mode
In this mode the Tosibox Lock creates its own protected local network for the connected devices.
Only devices that are connected to the Tosibox Lock by acable are accessible with a Tosibox
Key/Mobile Client.

Connection options:
 Bradband (WAN connection)
 3G/4G modem
 WiFi
Please Note! Tosibox Lock switches automatically into Default Mode when it is connected
to the Internet via WAN port, 3G modem or Wifi
LAN Connections options:
 If the attached device is a Client on the local network the built-in Tosibox DHCP server will
provide it with an IP address.
 If the attached device is using a fixed IP address it may use Tosibox fixed area that is
available default in the Tosibox Lock.
 If the customer already have a desired fixed Tosibox IP address then change to the same
range in the Tosibox Lock.
6.2.4 Client Mode
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Client mode is used for connecting the Tosibox Lock to an existing network (e.g. an office
network). In this mode, the Tosibox Lock joins the network like any other device (e.g. a PC) and
provides remote users with access to other devices in the same network. The Tosibox Lock will
obtain its address from the DHCP, so the local network needs to have a working DHCP server
that allocates IP addresses.
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Connection options:
 LAN port at Tosibox Lock.
Please Note! Tosibox Lock switches automatically into Default Mode when it is connected
to the Internet via WAN port, 3G/4G modem or Wifi.
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Please Consider data security! The user of the Tosibox Key and Tosibox Mobile Client has
access to all devices in the local network. Use MAC-/IP filtering to restrict access from
outside the network.

KI_

www.tosibox.com

9 (25)

TOSIBOX point to point connection PC to Lock

TSUD0001 2017-02

6.3 Connect external devices to Tosibox Lock
It is possible to connect external devices to a Tosibox Lock that use dynamic IP addresses (DHCP)
and static IP addresses.
6.3.1 Dynamic IP addresses
Network devices with a DHCP client enabled will automatically connect to the Tosibox Lock since
it has a range of pre-configured IP addresses. The default range can be found on the front page
“Status” of the Tosibox Lock’s web user interface.

6.3.2 Static IP addresses
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Connect devices to network with static IP addresses. Assign static IP addresses to devices from the Tosibox
Lock’s static IP range.
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6.3.3 Change static IP addresses
Change static IP Addresses:
 Log in to Tosibox Lock (see chapter 6.4).
 Select “Network” -> “LAN” and change start address at parameter “IPv4 address” to required IP
address.
 Default settings for ”IPv4 netmask” is 255.255.255.192. It means that up to 64 IP addresses are
available for the user.
 Change the network mask ”IPv4 netmask” to support the number of attached devices on the Tosibox
Lock. If e.g. 255.255.255.0 is used it means that up to 255 IP addresses are available for the user.

Please Note! Three LAN ports are available at the Tosibox Lock. If more devices are used in the
application install an additional switch to one of these three LAN ports to enhance the number of
available ports.
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Configurating an external device with static IP address
Enter an unused IP address into the device that falls within the Tosibox Lock’s static IP address range
when configurating it to be used on the network.
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6.4 Install Tosibox Key on the computer
The Tosibox Key is used in a computer/server to establish contact with Tosibox Locks but acts
also as a tool for handling access rights.
 Insert the serialized Tosibox Key into the USB port of your computer.
 You should notice an auto play window open up on your desktop. If not, double click the
executable file located in the Tosibox Key’s folder (Setup_Tosibox.exe). If your computer asks
whether you want to allow Tosibox to make changes to your computer click yes.

The Tosibox Key software will ask for a password that you can enter if you wish (highly
recommended). By entering a password, you can prevent the unauthorized use of the
Tosibox Key. Store the password safely.
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The Tosibox Key software opens up a window that shows the Tosibox Locks that have been
serialized to the Tosibox Key.

6.5 Establish connection to remote site
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The Tosibox Key program is used to connect to all Tosibox Locks that have been serialized with
this Tosibox Key. Connect to a Tosibox Lock:
 Click on the Tosibox Lock’s “Connect” icon.
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Double click on Tosibox Lock to access status on the Lock.
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7 Application Example Default Mode
PC with Tosibox Key

Tosibox Lock

WAN

INTERNET

HMI

LAN1-3

192.168.11.22
Tosibox Key
PC get the IP from LAN / DHCP
192.168.1.101- 192.168.1.110

WAN-port:
An IP address is
allocated from
DHCP server in
the local network

LAN IP: 192.168.11.100
LAN (1-3) address ranges
Static:
192.168.1.1-192.168.1.99
192.168.1.111-192.168.1.254
DHCP:
192.168.1.101- 192.168.1.110

In this example we want to control and monitor an HMI placed inside a internal network on a
remote site from a computer over Internet.
7.1 Default Mode
In this mode the Tosibox Lock creates its own protected local network for the connected devices
on the Locks LAN ports. Connect the Tosibox Lock's WAN Port to the customers local network.
This means that the Tosibox Lock is using the customers internal network only to gain access to
Internet and the Tosibox lock will find it’s on way out on Internet without any changes in
customers IT infrastructure. It is only the Tosibox Keys/Tosibox Mobile Clients outside the network
that can access devices that are connected to the Tosibox Lock.
Please Note!


The customers internal network is not in any way accessible via the Tosibox Keys/Tosibox
Mobile Clients in Default mode.



It is possible in remote mode as well to become a member of a local network. It requires that
the WAN interface has a different IP range. Set the LAN to the destination network range,
and disable Lock DHCP.

7.2 Set-up parameters in the Tosibox Lock
Standard configuration in Tosibox Locks are “Default mode”. Connect the computer to the
Tosibox Lock´s “Service” Port and type “172.17.17.17” in a web browser to Login. The user ID is
standard ”admin” and the unique password is visible in the bottom of the Tosibox Lock. Change
the mode under “Network -> LAN Setting to “DHCP Client”.
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Note!
The internet connection in the PC should use DHCP
to “Obtain an IP address automatically” when
connected locally to the Service port.
Setup the network to “DHCP client” and
“Save” the configuration
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Change LAN Settings in Tosibox Lock
Go to “Network” -> LAN -> Ipv4 address” and set the address to 192.168.11.1
Set the “IPv4 netmask” to 255.255.255.0
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The DHCP server forwards a leased address to all connected devices on the Tosibox Lock
that uses “client” mode.
 Go to “Network” -> LAN DHCP server”
 Set “Start” to “101”
 Set “Limit to “10”
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The LAN IP address is set to 192.168.1.1. Parameters “Start = 101” and “Limit = 10” means
that the DHCP server will forward IP addresses 192.168.1.101 to 192.168.1.111.
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Set the Tosibox Lock WAN port to obtain a IP address from the customers DHCP server in
the internal network.
 Go to “Network” -> WAN” and set “Protocol” to “DHCP client”.

7.3 Set-up tunnel to Tosibox Lock
Insert the the Tosibox Key to the USB port at the computer and the Tosibox software will start
automatically. Type in the correct password to access the Tosibox Key menu.

eng

ot, 070221

_130531.d

Please note! The Tosibox software will be installed the first time you connect “Tosibox Key” to the
computer. We always recommend to use a “creative” password not “abcd” etc to access the
Tosibox Key menu. If the wrong password is entered 5 times it is required to use a PUK code to
open up the Tosibox Key access. The PUK code is supplied along with the Tosibox Key and we
advice to save that in a safe place.
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In the list all serialized Tosibox Locks are available.
 Click on “Connect” to establish tunnel to the Tosibox Lock.

Check devices connected to the Tosibox Lock
Double click on Lock name in the Key program to access selected Tosibox Lock.
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Go to “Status” window and get an overview which devices are connected to the Tosibox Lock.
Under “Network Devices” all connected devices are visible. In this case we have the HMI at IP
address 192.168.11.22.
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Please NOTE! You can also use the ”Scan for LAN devices” to find the devices in the same
network.
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Application Example Client Mode
PC with Tosibox Key

Tosibox Lock
HMI
LAN3

INTERNET
DHCP Server

Tosibox Key

192.168.11.22

PC get the IP from DHCP server

In this example we want to control and monitor an HMI placed as a member of a internal network
on a remote site from a computer and over Internet.
8.1

Client Mode
Since the HMI is a participant on a larger network we must change the Tosibox Lock into “Client
mode” so the Tosibox Lock also becomes a participant in the same network. When the Tosibox
Lock is connected via one of the LAN ports it will automatically receive a IP address from the DHCP
server in the network. It is possible to access the HMI and every device and resource on this
internal network with a serialized Tosibox Key/Tosibox Mobile Client.
INTERNET

Please Note!
Do not connect Internet to the Tosibox Lock's WAN Port or with a 3G/4G modem to the USB Port.
Doing so will automatically switch the Tosibox Lock into Default mode. The only way to change it
back is to log into the Tosibox Lock’s user interface with standard “admin” and user ID and change
it back.
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Please Note Security!
In Client Mode the lock firewall is not in use, so The Tosibox Lock provides only remote access but
not the added security for the devices. The network security at the local network is handled by
the firewall at the customer site.
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8.2 Set-up Tosibox Lock in Client mode
Standard configuration in Tosibox Locks are “Default mode”. Connect the computer to the
Tosibox Lock´s “Service” Port and type “172.17.17.17” in a web browser to Login. The user ID is
standard ”admin” and the unique password is visible in the bottom of the Tosibox Lock.
Note!
The internet connection in the PC should use DHCP
to “Obtain an IP address automatically” when
connected locally to the Service port.




Change the mode under “Network -> LAN Setting to “DHCP client”
Click on “Save” to keep the configuration.

To gain full access to all resources on a remote site select the Relay Tosibox Key users' Internet
access through Lock
Change the mode under “Settings -> Advanced Settings -> Internet access rights”.
Click on “A computer with Tosibox Key will access Internet using the Lock.”
Click on “Save” to keep the configuration.
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8.3 MAC/IP filtering
When using a Tosibox Lock in “Client mode” and becoming a member of a larger network it is
important to understand that the whole network is accessible with a Tosibox Key/Tosibox Mobile
Client serialized to this Tosibox Lock.
It is possible to use IP/MAC filtering in the Tosibox Lock if access rights to certain devices need to
be restricted.
INTERNET

 IP/MAC filtering is available under “Settings -> Advanced Settings -> LAN access settings” in the
Tosibox Lock.

 Click on “Enable IP/MAC filter”to limit traffic to only specified IP addresses and MAC addresses.
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 Select “Allow” or “Deny” before setting up IP or MAC addresses. If “Allowed” is selected all
configured addresses will be available. If “Deny” is selected all configured addresses will not be
available.
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 Click on “Add” to allow or stop access to desired IP/MAC address or IP ranges. Select which
Tosibox Locks and Tosibox Keys who have access via this drop down list.

8.4 Set-up tunnel to HMI
Insert the the Tosibox Key to the USB port at the computer and the Tosibox software will start
automatically. Type in the correct password to access the Tosibox Key menu.

Please note! The Tosibox software will be installed the first time you connect “Tosibox Key” to the
computer. We always recommend to use a long password to access the Tosibox Key menu.
In the list all serialized Tosibox Locks are available.
Select “Connect” to establish tunnel to the Tosibox Lock.
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8.5 Connect the PC to the HMI
Go to “Status” window and get an overview which devices are connected to the Tosibox Lock.
Under “Network Devices” all connected devices are visible. In this case we have the HMI at IP
address 192.168.11.106.
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Network device show up under "Network devices" and in this case the HMI was allocated IPadress 192.168.11.106 from the DHCP server.
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